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ollowing the terrorist attacks of
FQII]. in New York and Washington

and the so called “new threat level”
that was proclaimed for the Federal
Republic of Germany afterwards, the
German Federal Office of Civil Protection
and Disaster Assistance (BBK) initiated a
programme for the protection of critical
infrastructures (KRITIS) in 2004. One
part of this programme was the scientific
analysis of the “Transportation and
Transport” sector. A major focus of this
sector was the evaluation of the CBRNE
threat and the controllability of major
incidents involving them in conjunction
with dangerous goods transports in
German railway tunnels. This paper
describes a study that was conducted as
part of a co-operative research project by
BBK and the University of Wuppertal
(BUW) in 2005, as well as the insights
that were derived thereof.

Just as this paper was being
prepared, a cargo train derailed near the
city of Schwedt in Germany, spilling
approximately 80,000 litres of gasoline.
More than 30 dwellings had to be
evacuated and a nearby highway had to
be closed. Major incidents due to the
transportation of dangerous goods, like

the one in Schwedt, prove there is a
particular risk that must be assessed
and observed.

Traffic infrastructure is of particular
importance for industry and society in
the Federal Republic of Germany, as both
are dependent on the reliable supply of
goods. A large part of the overall
transportation of cargo takes place by
railway, and dangerous goods make up a
high percentage of the overall goods
transported by rail. Because of those
connections, the question arises over the
extent to which the transportation
system could be disturbed or even
destroyed by multiple incidents involving
CBRNE in railway tunnels. Depending on
that criterion, it should be determined if
railway tunnels meet the requirements of
being part of the “critical infrastructure”
(KRITIS). BSI/BBK define critical
infrastructure as: “Organisations and
facilities of major importance to the
community whose failure or impairment
would cause a sustained shortage of
supplies, significant disruptions to public
order or other dramatic consequences.”

To investigate this problem from the
perspective of safety requirements, the
BBK funded a research project that was
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conducted by BUW and BBK. BBK held
the project management and established
an interdisciplinary advisory committee
to which the research project was
presented and with which the findings
were extensively discussed. The following
passages sum up the essential parts of
research which were compiled by BUW
during the 11-month preliminary phase
of the project until December 2005.

The preliminary project focused on
the analysis and evaluation of: the risk of
exposure of dangerous goods transports;
databases of certain dangerous goods
transported by railway; the identification
of railway tunnels in vulnerable
locations; and the risk of exposure of
humans to CBRNE materials. The main
project was planned to deal with: the
creation of possible incident scenarios;
assessment of the possible effects on
passengers, railway personnel and the
emergency services; assessment of the
possible effects of single or multiple
incidents on the neighbouring
population; assessment of the effects on
the sector; and an overall assessment in
regard to KRITIS.

The risk exposure of dangerous goods
transports is made clear by the quantity
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